We study broadcasting of two confidential messages to two groups of receivers over independent parallel subchannels. One group consists of an arbitrary number of receivers, interested in a common message, whereas the other group has only one receiver. Each message must be confidential from the receiver(s) in the other group. Each of the subchannels is assumed to be degraded in a certain fashion. While corner points of the capacity region of this setup were characterized in earlier works, we establish the complete capacity region, and show the optimality of a superposition coding technique. For Gaussian channels, we establish the optimality of a Gaussian input distribution by applying an extremal information inequality. By extending our coding scheme to block-fading channels, we demonstrate significant performance gains over a baseline time-sharing scheme.
I. INTRODUCTION
T HERE has been a considerable interest in the study of secure communication over wireless channels. An information theoretic model of secure communication is the wiretap channel [1] , [2] . While the setting of the Gaussian wiretap channel requires that the the legitimate receiver's channel be stronger than the eavesdropper's channel [3] for the capacity to be non-zero, the fading channel does not impose such a condition [4] - [9] . By adapting power and rate of the codebooks based on the fading channel states, positive secrecy rates are achievable even when the legitimate receiver is weaker on average than the eavesdropper. In the present work, we study a new coding scheme for broadcasting confidential messages to two groups of receivers over fading channels. We will refer to this setup as private broadcasting. We will focus on the special case when there are an arbitrary number of receivers, say K , in one group, but only a single receiver in the second group.
We first consider private broadcasting over M independent, degraded parallel channels with two groups of receivers as above. We establish the capacity region and show that it reduces to previously known results at the corner points. When the group 2 message has zero rate, it reduces to broadcasting of a common confidential message to K receivers, in the presence of a single eavesdropper studied in [7] . When the group 1 message has zero rate it reduces to transmitting a confidential message to a single receiver in the presence of K eavesdroppers studied in [10] . In this work we generalize [7] , [10] and establish the entire capacity region. A natural motivation for considering the setup of independent, degraded parallel channels is its application to Gaussian broadcast channels. Accordingly we extend our result to parallel Gaussian channels, under a power constraint, and establish the optimality of a Gaussian input distribution using an extremal information inequality. The proof involves obtaining a Lagrangian dual for every boundary point of the capacity region and then using an extremal inequality [11] to show that the expression is maximized using Gaussian inputs. We also present an extension to block-fading channels by suitably quantizing the continuous valued channel gains and demonstrate numerically that our proposed scheme can significantly improve upon a baseline time-sharing scheme.
Our coding scheme is based on a superposition technique. We use a secure-multicast codebook [7] for the message for group 1, and a secure-product codebook [10] for the message for group 2. Each codeword, in both these codebooks, consists of M sub-codewords, one corresponding to each parallel channel. In our superposition construction, the codeword from the secure-product codebook constitutes the base codeword whereas the codeword from the secure-multicast codebook constitutes the satellite codeword. We show that this way of combining the secure-product and secure-multicast codebooks achieves the entire capacity region, and discuss the intuition for the optimality of this structure.
In related work, references [12] - [14] study private broadcasting when there is one receiver in each group. References [15] , [16] study private broadcasting with feedback over erasure and MIMO broadcast channels. Reference [17] studies interference alignment techniques for private broadcasting when there is a multi-antenna transmitter and arbitrary number of single-antenna receivers in each group. In contrast to [17] , the present setup considers a parallel channel model but in the special case when there is a single receiver in group 2, but an arbitrary number of receivers in group 1. The general case when there are multiple receivers in both groups appears to be 0018-9448 © 2014 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information. considerably more difficult. To our knowledge even the corner points of the capacity region (corresponding to one of the messages having zero rate) are not known. Furthermore even in the special setup treated in this paper, when the mutual secrecy constraint is not imposed, the capacity region is not known.
In the remainder of this paper, we present the problem setup and the summary of the main results in Section II and present a review of the secure-product code and secure-multicast code in Section III. We present our superposition construction in Section IV and the corresponding converse in Section V. Extensions to Gaussian channels and fading channels appear in Sections VI and VII respectively and conclusions appear in Section VIII.
Throughout in this paper, we use the sans serif font e.g., x to denote a random variable and the standard font e.g., x to denote its realization. We use bold font to denote vectors x = (x 1 , . . . , x M ). The notation x i (t) denotes the input symbol over sub-channel i at time t. The output at receiver k over sub-channel i at time t will be denoted using y k,i (t). Table I provides a summary of the notation used in the paper.
II. PROBLEM STATEMENT AND MAIN RESULTS
In this section we present the capacity result for three models -independent parallel channels in Subsection II-A, additive Gaussian noise channels with a power constraint in Subsection II-B, and fading channels in Subsection II-C respectively.
A. Independent Parallel Channels
Our setup involves two groups of receivers, with K receivers in group 1 but only one receiver in group 2. We assume that the channel can be decomposed into M independent and parallel channels. The output symbols at receiver k in group 1 across the M sub-channels is denoted by
whereas the output symbols of the group 2 receiver across the M sub-channels are denoted by
The channel input symbols are denoted by x = (x 1 , . . . , x M ). Each sub-channel is an independent discrete memoryless broadcast channel with the following degradation order:
Note that on each channel i , the receivers in group 1 can be partitioned into two groups. Those in set Y i that are "stronger" than the group 2 receiver and those in set Z i that are "weaker" than the group 2 receiver. No additional degradation across the users in in group 1 is required in our setup, although such an ordering naturally exists in Gaussian broadcast channels. We intend to transmit message m 1 to all receivers in group 1, while the message m 2 must be transmitted to the receiver in group 2. A length-n private broadcast code encodes a message pair (m 1 ,
. , x M (t)) denotes 1 the input across the M sub-channels at time t. The receiver k in group 1 decodesm 1,k = g 1,k (y n k ), and the receiver in group 2 decodesm 2 = g 2 (z n ). A rate pair (R 1 , R 2 ) is achievable if there exists a private broadcast code such that Pr(m 1 =m 1,k ) ≤ ε n , and Pr(m 2 =m 2 ) ≤ ε n , and furthermore the secrecy constraints
are also satisfied. Here {ε n } is a sequence, indexed by n that approaches zero as n → ∞. The capacity region consists of the closure of all rate pairs (R 1 , R 2 ) achieved by some private broadcast code. Theorem 1: Let auxiliary variables {u i } 1≤i≤M satisfy the Markov condition u i → x i → (y 1,i , . . . , y K ,i , z i ). The capacity region is given by the closure of all rate pairs (R 1 , R 2 ) that satisfy the following constraints:
The coding theorem and converse for Theorem 1 are presented in section IV and V respectively.
B. Gaussian Channels
Consider the discrete-time real Gaussian model where the channel output over sub-channel i at time t is given by:
The additive noise symbols n k,i (t) are sampled i.i.d. N (0, σ 2 k,i ) for each t = 1, 2, . . . , n and are independent across the sub-channels. Similarly w i (t) is also sampled i.i.d. N (0, δ 2 i ) and is independent across the sub-channels. Since the capacity region of the channel only depends on the marginals of the additive noise (n 1,i (t), . . . , n K ,i (t), w i (t)) and that Gaussian variables are infinitely divisible, without loss of generality we may assume that for each sub-channel i the receivers are degraded as in (3) . We shall consider both the per sub-channel power constraint (almost surely [18, pp. 552 
and the sum-power constraint
Theorem 2: The capacity region under the per sub-channel average power constraint (9) is given by the union of all rate pairs (R 1 , R 2 ) that satisfy the following constraints:
for some power vector Q = (Q 1 , . . . , Q M ), where 0 ≤ Q i ≤ P i for all i = 1, . . . , M,
and x + := max{x, 0}. A proof of Theorem 2 is provided in section VI. Corollary 1: The capacity region under the total average power constraint (10) is given by the union of all rate pairs (R 1 , R 2 ) that satisfy the constraints (11) and (12) for some power vectors P = (P 1 , . . . , P M ) and Q = (Q 1 , . . . , Q M ), where 0 ≤ Q i ≤ P i for all i = 1, . . . , M and M i=1 P i ≤ P . The above Corollary follows directly from Theorem 2 and the well-known connection between the per sub-channel and the total average power constraints. We will not provide a proof of Corollary 1.
C. Fading Channels
We consider a block-fading channel model with a coherence period of n complex symbols. The channel output in coherence block i is given by
where the channel gains h k,i of the K receivers in group 1, and the channel gain g i of the group 2 receiver are sampled independently in each coherence block i ∈ {1, 2, . . . , M}, and stay constant throughout the block. The coherence period will be taken to be sufficiently large, so that random coding arguments can be invoked in each coherence block. We impose a long-term power constraint (almost surely)
We assume that all the additive noise variables in (15) are sampled i.i.d. CN (0, 1). We are interested in the ergodic communication scenario where the number of blocks M used for communication can be arbitrarily large. Furthermore we assume that the channel gains in each coherence block are revealed to all terminals including the transmitter at the beginning of each coherence block. Theorem 3: The private broadcasting capacity region for the fading channel model consists of all rate pairs (R 1 , R 2 ) that satisfy the following constraints:
for some power allocation functions P(h, g ) and Q(h, g ) that satisfy 0 ≤ Q(h, g ) ≤ P(h, g ) for all (h, g ) ∈ C K +1 , and E[P(h, g )] ≤ P, where h := (h 1 , . . . , h K ) denotes the channel gains of the receivers in group 1. A proof of Theorem 3 is provided in Section VII. We note that in our discussion of fading channels we assume that perfect channel state information of the fading gains is available. Thus our setup considers honest but curious participants in the secrecy analysis. A scenario where such an assumption can be valid is when the average signal-to-noiseratio of each user is known, e.g., when the users are stationary. In such a setting a receiver cannot consistently report a lower channel gain, since the average SNR will be lower than the true value known to the transmitter and thus be detected. We note however that an exhaustive treatment of malicious users is outside the scope of this paper.
Theorems 1, 2 and 3 constitute the main results in this paper.
III. BACKGROUND
In this section we review two coding techniques from earlier works that will be utilized in our code construction. The first technique is the secure-product codebook construction, which achieves the corner point of the capacity region when R 1 = 0. The second technique is the secure-multicast codebook construction, which achieves the corner point of the capacity region when R 2 = 0. The review of these techniques is essential in our superposition construction that achieves the entire capacity region. Fig. 1 . Product Codebook Construction for M = 2 parallel channels. We generate two codebooks C 1 and C 2 consisting of ≈ 2 n I (x 1 ;z 1 ) and ≈ 2 n I (x 2 ;z 2 ) codewords respectively and partition the set {C 1 × C 2 } into 2 n R bins as shown. Each message corresponds to one bin index. There are approximately 2 n I (x 1 ;z 1 )+n I (x 2 ;z 2 )−n R sequence pairs per bin. One of these is selected uniformly at random and transmitted over the corresponding sub-channels.
A. Secure-Product Codebook Construction
The secure-product codebook construction, introduced in [10] , treats the case of independent parallel channels, with one legitimate receiver and multiple, say K , eavesdroppers. This corresponds to the corner point when R 1 = 0 in our setup in Section II-A. We first state the capacity associated with this corner point which was established in [10] .
Proposition 1: The secrecy capacity associated with communicating a confidential message to the group 2 receiver, and treating all the group 1 receivers as eavesdroppers, in the parallel channel model in Section II-A is given by:
We note that the converse essentially follows from a "pairwise bound". For each eavesdropper considered separately we can show that the capacity is upper bounded by the right hand side in (19) , and then take the worst eavesdropper. The achievability is based on a product codebook construction as discussed next. We note that a straightforward vector extension of the wiretap codebook [1] , [2] to the parallel channel model results in the following rate: 20) which is smaller than the capacity (19) .
The product-codebook construction involves a capacityachieving codebook for each parallel channel. For each subchannel i ∈ {1, . . . , M} we consider all binary sequences of
On channel i we generate a codebook C i : M i → X n consisting of 2 N i codewords, i.e.,
where we assume that each sequence x n i is sampled i.i.d. from a distribution p x i (·) and the codebooks are revealed to all the terminals. We consider the cartesian product of such binary sequences on all sub-channels:
and partition M into 2 n R bins, such that each bin has |M| 2 n R elements. Fig. 1 illustrates the secure-product codebook construction for the case when M = 2. Given a message m, the encoder selects an element (m 1 , . . . ,m M ) ∈ M uniformly at random from the bin associated with m. It transmits the associated codeword sequences x n 1 (m 1 ), . . . , x n M (m M ) on the M corresponding sub-channels. We note that in this construction all the submessagesm j are selected to be independent, i.e.,
Secure-Multicast Codebook Construction for M = 2 parallel channels. We generate two codebooks C 1 and C 2 one for each sub-channel. Each codebook consists of 2 n R messages. For each message, we generate ≈ 2 n I (x 1 ;z 1 ) sequences in codebook C 1 and ≈ 2 n I (
At the receiver, each codeword x n i (m i ) can be decoded with high probability from z n i , since the rate of each C i in (21) is selected to be smaller than I (x i ; z i ). In turn the receiver decodes the message bin with high probability.
In the secrecy analysis we exploit the independence of sub-messages in (24) to argue that the information leakage rate to the receiver k of group 1 on sub-channel i equals min{I (x i ; z i ), I (x i ; y k,i )}. Since the rate of each sub-message equals I (x i ; z i ), the total equivocation rate is given by (19) . We omit the formal secrecy analysis in this paper.
B. Secure-Multicast Codebook Construction
The secure-multicast codebook construction, introduced in [7] , treats the case of independent parallel channels, with K legitimate receivers and one eavesdropper. This corresponds to the corner point when R 2 = 0 in our setup in Section II-A. We first state the capacity associated with this corner point which was established in [7] .
Proposition 2: The secrecy capacity associated with communicating a common confidential message to the group 1 receivers, and treating the group 2 receiver as an eavesdropper, in the parallel channel model in Section II-A is given by:
In establishing (25) we note that the upper bound is again a "pair-wise bound". We consider each receiver separately and can show that the capacity is upper bounded by the right hand side in (25) . The achievability is based on a multicast codebook construction as discussed below. We note that a straightforward extension of the wiretap codebook [1] , [2] to the parallel channel setup results in the following rate:
which is sub-optimal. In the secure-multicast coding scheme, for each message, we sample a total of L i = 2 n[I (x i ;z i )+ε] codewords on sub-channel i :
The construction of a secure-multicast codebook for the case of M = 2 parallel channels is shown in Fig. 2 .
Each codeword in C i (m) is sampled i.i.d. from p x i (·) and the codebooks are revealed to all the terminals. When encoding message m, the encoder selects an index l i , uniformly at random from the set {1, . . . , L i } and transmits the associated sequence x n i (m, l i ) from C i (m) on sub-channel i . Each legitimate receiver searches for a message m and indices
It can be shown that for any rate that is below the capacity in (25) , the error probability at each receiver goes to zero.
For the secrecy analysis, we note that for the proposed L i , we satisfy the secrecy condition H (m|z n i ) ≥ H (m) − nε n for a suitable sequence ε n that goes to zero as n → ∞. Furthermore since the input sequences
, are conditionally independent given m, it can be shown [7] that even when the eavesdropper combines all its channel outputs (z n 1 , . . . , z n M ), the secrecy condition remains satisfied i.e., H (m|z n 1 , . . . , z n M ) ≥ H (m) − nε n for a suitable sequence ε n . We again omit the formal secrecy analysis as it will be considered in the more general superposition coding scheme.
IV. CODING THEOREM
Our coding scheme is based upon a superposition approach. The base layer consists of codewords of the secure-product codebook discussed in Section III-A which is used to encode message m 2 . The satellite codewords correspond to a securemulticast codebook, discussed in Section III-B, which is used to encode message m 1 .
In our discussion we fix auxiliary variables (u 1 , . . . u M ) and the distributions p x i |u i (·). The message m 2 for the group 2 receiver is encoded using a secure-product codebook. Let M 2,i be the set of all binary sequences of length
where each sequence u n i is sampled i.i.d. from the distribution p u i (·). Let
We define C 2 = C 2,1 × C 2,2 . . . × C 2,M as the overall product codebook associated with M 2 . We partition the set M 2 into 2 n R 2 bins such that there are
sequences in each bin. Each bin corresponds to one message m 2 ∈ [1, 2 n R 2 ]. Thus given a message m 2 the encoder selects one sequence (m 2,1 , . . . ,m 2,M ) ∈ M 2 uniformly at random from the corresponding bin. On channel i we select the codeword u n i ∈ C 2,i associated withm 2,i . We note that from our construction, each sequence in M 2 is equally likely i.e.,
The codebook associated with m 1 is a secure-multicast codebook. For each u n i ∈ C 2,i , and each m 1 ∈ [1, 2 n R 1 ] we construct a codebook C 1,i (u n i , m 1 ) consisting of a total of L 1,i = 2 n(I (x i ;z i |u i )+ε) codeword sequences of length n, each sampled i.i.d. from the distribution n j =1 p x i |u i (x i j |u i j ) and revealed to all the terminals.
Given a message m 1 ∈ [1, 2 n R 1 ] and codewords (u n 1 , . . . , u n M ), selected in the base layer, we select the sequence x n i from the codebook C 1,i (u n i , m 1 ) corresponding to a randomly and uniformly generated index l 1,i . The sequence x n i is transmitted on sub-channel i . We let C to be the overall codebook consisting of the base layers and the refinement layers, which is revealed to all the terminals in the network before the start of the communication. The following property will be useful in our subsequent analysis.
Lemma 1: The sequences (x n 1 , x n 2 , . . . , x n M ) are conditionally independent given m 1 and the codebook C, i.e.,
Proof: See Appendix A.
A. Decoding and Error Analysis 1) Decoding of Message m 1 : Receiver k in group 1 selects those sub-channels J k where he is stronger than the group 2 receiver:
We define E k as the event that there exists some i ∈ J k such that {û n i = u n i }. • Receiver k then searches for a messagem 1 ∈ [1, 2 n R 1 ] with the following property: for each i ∈ J k there exists a codeword x n i ∈ C 1,i (m 1 ,û n i ) such that (x n i , y n k,i ) ∈ T n ε (x i , y k,i |u i ). An error is declared ifm 1 = m 1 . Now observe that
Since
To bound the second term in (34) we use the union bound and analysis of typical events.
which goes to zero provided that
Since ε > 0 is arbitrary, our choice of R 1 in (5) thus guarantees that the error probability associated with message m 1 vanishes to zero.
2) Decoding of message m 2 : The receiver in group 2 decodes messagem 2,i on sub-channel i by searching for a sequence u n i ∈ C 2,i that is jointly typical with z n i . Since the number of codewords in C 2,i does not exceed 2 n(I (u i ;z i )−2ε) , this event succeeds with high probability. Hence the receiver correctly decodes (m 2,1 , . . . ,m 2,M ) and in turn message m 2 with high probability.
B. Secrecy Analysis
In order to establish the secrecy of message m 1 we need to show that 1 n I (m 1 ; z n |C) ≤ ε n (38)
where recall that C denotes the overall codebook {C 1,i , C 2,i } 1≤i≤M in our construction. Using Lemma 1 and the fact that the channels are independent, we have that z n 1 , . . . , z n M are conditionally independent given m 1 and C, it can be shown that
Since in our conditional codebook construction, there are 2 n(I (x i ;z i |u i )+ε) sequences in each codebook C 1,i (u n i , m 1 ), it follows from standard arguments that 1 n I (m 1 ; z n i |C) ≤ ε n . The secrecy constraint (38) now follows.
To establish secrecy of message m 2 with respect to user 1 in group 1, we show that
where for simplicity we drop the subscript associated with user 1 in the sequence y n 1 . Without loss of generality, we assume that sub-channels i = 1, 2, . . . , L satisfy
where we have introducedm M 2,1 (m 2,1 , . . . ,m 2,M ) in (43), (44) follows by establishing that the collection of pairs {(m 2,1 , y n 1 ), . . . , (m 2,M , y n M )} is conditionally independent given m 1 , which can be establishes in a manner similar to the proof of Lemma 1 and (45) follows from the fact that the entropy function is non-negative and therefore we can drop the terms L + 1, . . . , M in the first summation.
We lower bound the first term in (45). Recall thatm 2, j is uniformly distributed over C 2, j with |C 2, j | = 2 n(I (u j ;z j )−ε) . Furthermore, the corresponding codeword u n j is the base codeword in C 1, j (m 1 , u n j ) and
since the channel satisfies the relation x j → z j → y j for j = 1, . . . , L. Since the satellite codeword x n j is uniformly selected from C 1, j it follows that [ 
and therefore using the fact that u j → z j → y j , we have
We next upper bound the second term in (45) and show that
Note that:
j is a degraded version of y n j on channels j ∈ {L + 1, . . . , M}. Note that for each message m 2 , there are a total of 2 n(R−R 2 ) different message sequencesm M 2,1 in its associated bin, where:R
and furthermore,
Furthermore for each value ofm 2, j and m 1 , we select a codeword x n j uniformly at random from the codebook C 1 (u n j , m 1 ). Further using (46), we can conclude that (see [ 
where we use the independence of (u 1 , . . . , u M ) in (54) and substitute (52) forR. Substituting (48) and (55) into (45) we have that
Since ε > 0 can be arbitrarily small, this establishes the secrecy of message m 2 with respect to user 1 in group 1.
The secrecy with respect to every other user can be established in a similar fashion. Finally we note that since the average equivocation over the codebooks C satisfies the required constraint, there must exist at least one codebook in this ensemble with this property.
We conclude this section with an intuitive explanation behind the optimality of the superposition approach. Note that our approach uses the codewords for the group 2 user as cloud centers and the codewords of the group 1 user as satellite codewords. To explain this, note that on any given channel, say channel i , there is an ordering of receivers as in (3) . Receivers in group 1 in the set Z i are weaker than the group 2 user. It can be seen that these receivers do not learn any information on channel i . Thus among all the set of active users on any given channel, the group 2 user is the weakest user. Therefore the associated codeword of the group 2 user constitutes the cloud centre.
V. CONVERSE
We first show that there exists a choice of auxiliary variables u i ( j ) that satisfies the Markov chain condition in Theorem 1 i.e.,
such that the rates R 1 and R 2 are upper bounded by
for each k ∈ {1, . . . , K } and for some sequence {ε n } that goes to zero as n → ∞.
A. Special Case of K = 2
We first treat the special case when K = 2 and M = 2 channels. The study of this special case first will make the notation used in the general case clearer. We assume that the output symbols at receivers 1 and 2 in group 1 are given by y 1 (y 1,1 , y 1,2 ) and y 2 (y 2,1 , y 2,2 ) respectively. Furthermore we assume the sub-channels 1 and 2 satisfy the following degradation order:
Thus user 1 in group 1 is the strongest user on channel 1, and weakest on channel 2. Likewise user 2 in group 1 is the strongest user on channel 2, and weakest on channel 1. The group 2 user is in the middle in both channels. For convenience, we define:
y n 2 ȳ n 2,1 ,ȳ n 2,2 = (y n 2,1 , z n 2 )
i.e.,ȳ n 1 is obtained by degrading user 1 on channel 1 to z n 1 , and y n 2 is obtained similarly. Clearly from the secrecy constraint of m 2 , it also follows that 1 n I (m 2 ;ȳ n k ) ≤ ε n for k = 1, 2. By combining Fano's inequality and the secrecy constraint, we obtain the following upper bound on R 2 :
where the justification of the steps is as follows. Eq. (63) follows by combining the Fano's Inequality and secrecy constraints. Eq. (64) follows by substituting in (61), (65) follows from the chain rule of mutual information, while (67) follows from the non-negativity of the mutual information expression. In (68) we have introduced the following notation:
Herez n {1} denotes the channel output of the group 2 receiver and the output of weaker receiver in group 1, and the other notations are defined similarly. We let
and note that
holds. Thus (68) reduces to the following:
In a similar fashion we can show that 1 ( j ), z 1 ( j ), y 2,1 ( j ) . We let q 1 and q 2 be independent and uniformly distributed over the interval {1, 2, . . . , n}. Let u 1 (u 1 (q 1 ), q 1 ) and let u 2 (u 2 (q 2 ), q 2 ). We have that
To obtain an upper bound on R 1 we consider the secrecy constraint with respect to the group 2 receiver and apply Fano's inequality for user 2 in group 1.
where (77) follows upon applying Fano's inequality and secrecy constraints respectively, (78) follows from the degraded structure of the channels. Eq. (82) follows from the fact that the channels are memoryless and independent and hence we have that
holds. Eq. (83) follows from the fact that conditioning reduces entropy. Finally in (84) we use the property that
, z n 2, j +1 ) and the noise across the channels is independent.
Upon substituting (72) in (84) and using the associated Markov condition we have that
In a similar fashion, we can show that
and thus upon combining (88) and (90) we have that
Upon using the structure of the channel (59) and (60) it can be easily seen that the upper bound in (57) and (58) reduces to (91) and (76) respectively.
Remark 1: The upper bounds in in (91) and (76) can be explained intuitively as follows. The upper bounds
correspond to a setup where the message m 1 only needs to be decoded by user 1 in group 1 with the group 2 user as an eavesdropper, whereas the message m 2 only needs to be secure against user 2 in group 1. We relax the decoding of message m 1 at user 2 in group 1 and relax the secrecy constraint for m 2 associated with user 1. In this case one can show that the channel (60) should not be used and the above constraints on R 1 and R 2 can be established. The constraints on R 1 and R 2 involving u 2 can be established by a similar approach.
B. General Case
In establishing the converse for the general case we essentially follow similar steps, however the definition of auxiliary variables u 1 ( j ) and u 2 ( j ) is more involved. In particular by extending the definitions in (72) and (75), the choice of u i ( j ) is given by the following:
where we introducē
where the set Z i denotes users in group 1 that are weaker than the group 2 user on channel i (c.f. (3)), and observe our choice of u i ( j ) in (94) indeed satisfies the Markov condition
since the sub-channels are independent and memoryless. Note thatz n {i} is the collection of the group 2 receiver's channel output as well as the output of all the receivers in group 1 that are degraded with respect to the group 2 receiver on channel i . We begin with the secrecy constraint associated with message m 2 with respect to user k in group 1. Let us define the following:
y n k := (ȳ n k,1 , . . . ,ȳ n k,M ), z n := (z n 1 , . . . , z n M ), (101) y n k,[i] := (ȳ n k,1 , . . . ,ȳ n k,i ), z n [i] := (z n 1 , . . . , z n i ), (102) y n k,{\i} := (ȳ n k,1 , . . . ,ȳ n k,i−1 ,ȳ n k,i+1 , . . . ,ȳ n k,M ) (103)
The upper bound on the cardinality of U i follows by a straightforward application of Caratheodory's theorem and the proof is omitted.
VI. GAUSSIAN CHANNELS
In this section we provide a proof for Theorem 2. Note that the achievability of the rate pairs (R 1 , R 2 ) constrained by (11) and (12) follows that of those constrained by (5) and (6) by setting x i = u i + v i , where u i and v i are independent N (0, P i − Q i ) and N (0, Q i ) respectively for some 0 ≤ Q i ≤ P i and i = 1, . . . , M. For the rest of the section, we shall focus on proving the converse result.
Considering proof by contradiction, let us assume that
is an achievable rate pair that lies outside the rate region constrained by (11) and (12) . Note that the maximum rate for message m 1 is given by the right-hand side of (11) by setting Q i = P i for all i = 1, . . . , M [7] , and the maximum rate for message m 2 is given by the right-hand side of (12) by setting Q i = 0 for all i = 1, . . . , M [4] , [10] . Thus, without loss of generality we may assume that R 0 2 = R * 2 + δ for some δ > 0 where R * 2 is given by max
For each k = 1, . . . , K and i = 1, . . . , M let α k , β k , M 1,i and M 2,i be the Lagrangians that correspond to the constrains (124)-(127) respectively, and let
It is straightforward to verify that the above optimization program that determines R * 2 is a convex program. Therefore, taking partial derivatives of L over Q i , i = 1 . . . , M and R 2 respectively gives the following set of Karush-Kuhn-Tucker (KKT) conditions, which must be satisfied by any optimal solution (Q * , R * 2 ):
where recall that
where (139) follows from the KKT condition (130), and (140) follows from the KKT conditions (131) and (132). Next, we shall show that by assumption
which is an apparent contradiction to (141) and hence will help to complete the proof of the theorem. To prove (142), let us apply the converse part of Theorem 1 on (R o 1 , R o 2 ) and write K k=1
where (144) follows from the well-known fact that minimum is no more than any weighted mean. By the degradedness assumption (3), we have
Similarly,
for any k ∈ Z i , where (151) follows from the worst additive noise Lemma [20] , and I (u i ; z i |y k,i ) = 0 for any k / ∈ Z i . Thus, for each i = 1, . . . , M we have
We have the following result [11, Lemma 1] , which can be proved either directly from Costa's entropy-power inequality [21] or from the classical entropy-power inequality of Shannon [22] and Stam [23] 
for any (u i , x i ) that is independent of the additive Gaussian noise (n 1,i , . . . , n K ,i , w i ) and such that E[x 2 i ] ≤ P i . Substituting (154) into (153) gives
Further substituting (157) into (145) completes the proof of (142). We have thus completed the proof of Theorem 2.
VII. FADING CHANNELS
To establish the connection to fading channels, first observe that Theorem 2 and Corollary 1 can be extended in the following way. Consider the following scalar Gaussian broadcast channel with K + 1 users:
At each time sample t, the additive noise (n 1 (t), . . . , n K (t), w (t)) are independent zero-mean Gaussian with the variances (σ 2 1 , . . . , σ 2 K , δ 2 ) selected at random as (σ 2 1,i , . . . , σ 2 K ,i , δ 2 i ) with probability p i , i = 1, . . . , M. Both the selection of the noise variances and the realization of the additive noise are assumed to be independent across the time index t and revealed to all the terminals. We are interested in the ergodic scenario where the duration of communication can be arbitrarily large. The following extension of Theorem 2 readily follows and its proof will be omitted.
Corollary 2: For the scalar Gaussian broadcast channel considered above, the capacity region consists of all rate pairs (R 1 , R 2 ) that satisfy
for some 0 ≤ Q i ≤ P i and i = 1, . . . , M.
Clearly if the fading coefficients in (15) are all discretevalued, then the result in Theorem 3 follows immediately from Corollary 2. When the fading coefficients are continuous valued, we can generalize Theorem 2 by suitably quantizing the channel gains as discussed below.
First without loss of generality, we assume that each fading coefficient is real-valued, since each receiver can cancel out the phase of the fading gain through a suitable multiplication at the receiver. Consider a discrete set
Given a set of channel gains (h 1,i , . . . , h K ,i , g i ) in coherence block i , we discretize them to one of (N + 1) K +1 states as described below.
• Encoding message m 1 : Suppose that the channel gain of receiver k satisfies A q ≤ h k,i ≤ A q+1 , then we assume that the channel gain equalsĥ k,i = A q . If the channel gain of the group 2 user satisfies A q ≤ g i ≤ A q+1 then we assume that its channel gain equalsḡ i = A q+1 . • Encoding message m 2 : Suppose that the channel gain of the group 2 receiver satisfies A q ≤ g i ≤ A q+1 , then we assume that the channel gain equalsĝ i = A q . If the channel gain of a group 1 receiver satisfies A q ≤ h k,i ≤ A q+1 then we assume it equalsh k,i = A q+1 .
Thus the set of discretized channel gains coherence block i , i.e., (ĥ 1,i , . . . ,ĥ K ,i ,ĝ i ) (and equivalently (h 1,i , . . . ,h K ,i ,ḡ i )) belongs to one of L = (N + 1) K +1 possible values. The above discretization maps the system to one of L possible subchannels, indexed by state s j ≡ (s 1, j , . . . , s K , j , s K +1, j ). Here s k, j for k = 1, . . . , K denotes the discretized channel gainŝ h k of the receiver in group 1 whereas s K +1, j denotes the discretized channel gainĝ of the group 2 receiver. Since there is a one-to-one relation betweenĥ k andh k and similarly between g andḡ we can also express s j ≡ (s 1, j , . . . ,s K , j ,s K +1, j ) wheres k, j =h k for k = 1, . . . , K ands K +1, j =ḡ .
With the above quantization procedure we can consider a coding scheme associated for L = (N + 1) K +1 parallel channels, where each parallel channel corresponds to one state realization s j . Using Corollary 2 the following rate pair (R 1 , R 2 ) is achievable:
where
Recall that A N+1 = J , denotes the largest value of the discretized channel gain. For any fixed J upon taking the limit N → ∞, we have that
where h = (h 1 , . . . , h K ) and g denote the channel gains of the group 1 and group 2 users and d F(·) the corresponding distribution and
We only have a lower bound in (166) as we do not account for the contribution of the channel gains greater than J . Also since whenever g > J , note that A (1) k (h, g ) = 0. Thus, it follows that,
Finally, by taking J arbitrarily large, the following rate is achievable
as required. In a similar fashion the achievability of R 2 can be established. The converse follows by noticing that if the channel gains are revealed non-causally to the terminals, the system reduces to a parallel channel model and the result in Theorem 2 immediately applies.
Numerical Results
In order to evaluate the achievable rate region, we assume that the fading gains are all sampled from CN (0, 1). Furthermore instead of finding the optimal power allocation we assume a potentially sub-optimal power allocation 3 :
where θ is a certain fixed parameter and assume that P(h, g) = P for all values of (h, g). Notice that our power allocation does not depend on the channel gains of the receivers in group 1. This is a reasonable simplification when K is large and the channel gains (h 1 , . . . , h K ) are identically distributed. The achievable rate expressions (17) and ( N (0, 1) . The x-axis shows the rate R 1 for group 1 whereas the y-axis shows the rate R 2 for group 2.
In Fig. 3 , we plot the achievable rates for P ∈ {2, 10, 100}. We make the following observations:
• The corner points for R 1 and R 2 are obtained by setting θ = ∞ and θ = 0 respectively. By symmetry of the rate expressions in (170) and (171), it is clear that both the corner points evaluate to the same numerical constant. • As we approach the corner point (0, R 2 ) the boundary of the capacity region is nearly flat. Any coherence block, where |g (i )| ≤ min 1≤k≤K |h k (i )| is clearly not useful to the group 2 receiver. By transmitting m 1 in these slots one can increase the rate R 1 without decreasing R 2 . • As we approach the corner point (R 1 , 0), the boundary of the capacity region is nearly vertical. The argument is very similar to the previous case. In any period where |g (i )| ≥ max 1≤k≤K |h k (i )| one cannot transmit to group 1. By transmitting m 2 in these slots we increase R 2 without decreasing R 1 . • We observe that a natural alternative to the proposed scheme is time-sharing. The rate achieved by such a scheme corresponds to a straight line connecting the corner points. The rate-loss associated with such a scheme is significant compared to the proposed scheme.
VIII. CONCLUSIONS
We consider the problem of private broadcasting to two group of users under a mutual secrecy constraint. We focus on the special case when there can be an arbitrary number of receivers in one of the groups, but only a single receiver in the other group. Furthermore the channel can be decomposed into parallel, degraded independent channels. We establish the optimality of a superposition construction where the base layer is formed by the codewords of the group 2 user whereas the satellite codebook is formed by the codewords for group 1 users. Our capacity result is a generalization of previous works [7] and [10] on compound wiretap channels, which correspond to the corner points of our region. We further treat the case of Gaussian channels with a power constraint and establish the optimality of a Gaussian input distribution by invoking a suitable extremal information inequality. We also extend our coding scheme to a class of block-fading channels and numerically demonstrate significant gains over a baseline time-sharing scheme in Rayleigh fading channels.
In future work it would be of interest to extend our result in a number of directions. The case when there are multiple receivers in both groups 1 and 2 is of interest. Similarly the case of MIMO channels is of interest. It should however be noted that these problems could be considerably more challenging as even the corner points of the capacity region are not known. Likewise it would be interesting to revisit the setup considered in this paper when the mutual secrecy constraint on the messages is not imposed. To our knowledge, the capacity region in this case also remains an open problem.
